
 

 

 

 

 
Testing User’s Willingness to Authenticate 

their Identity to their Phones 

 
Garrett Matsuda 

 

 

 

 

 

 

Advised by Stephen P. Tarzia 

 

MMSS Senior Thesis, Northwestern University 

June 2019 

  



Acknowledgements: 

To my Mother, Sister and Father thank you for instilling me a drive to always ask questions, stay 

positive and work hard. Above all, thank your unwavering confidence and support. Without the 

three of you none of this would have been possible.  

 

To my advisor, Professor Stephen Tarzia, thank you for your patience, calm and willingness to 

help out even when on vacation. Taking your networking class inspired me to pursue this study. 

Talking with other computer science students around campus has made me realize how lucky I 

was to have you as an advisor. It’s clear to me you are one of the most well-respected teachers in 

the department. 

 

I would also like to thank Kirk Willens, Robert Belson and Laura Barrera for helping teach me 

some of nuances of mobile app dev, fix bugs and implement finicky packages. 

 

I would also like to thank Jeannette Dacey and the AYURG program at Northwestern for so 

generously funding my research. 

 

 

  



TABLE OF CONTENTS 

Abstract .......................................................................................................................................... 4 

Introduction ................................................................................................................................... 4 

History and Literature Review .................................................................................................... 6 

Proposed Technology .................................................................................................................... 7 

Thought Experiment ................................................................................................................................ 9 

Methodology ................................................................................................................................ 11 

Data .............................................................................................................................................. 16 

Analysis ........................................................................................................................................ 17 

Difference in Means ............................................................................................................................... 17 

Logit Model ............................................................................................................................................. 18 

Linear Model .......................................................................................................................................... 19 

Discussion..................................................................................................................................... 20 

Conclusion ................................................................................................................................... 21 

Appendix ...................................................................................................................................... 23 

Citations ....................................................................................................................................... 24 

 

 

  



ABSTRACT 

User authentication is a critical piece of infrastructure in our modern lives. As our money, our 

data and our reputations are increasingly represented on the internet, our security protocols must 

improve as well. Username and password protocols alone are not secure or convenient enough to 

sustain our future digital use. Two-factor authentication, or 2FA, is necessary, but at the moment, 

also slow, annoying and faulty. 

 

I will be studying which two factor authentication protocols users prefer in order to better 

understand how to lower the barriers to seamless and secure user authentication. I will answer 

the following question: Are users more willing to authenticate their identities using wearables 

tags rather than text message codes? This reflects a comparison between a new, more secure 

strategy leveraging a physical device and an incumbent strategy, which uses a text message code. 

To do this I ran an experiment, sending prompts to participants on their mobiles phones. They 

were asked to respond to the prompt by performing one of four authentication procedures. I 

compared the response rates between methods of authentication and frequency of prompts. 

INTRODUCTION 

We authenticate our identities digitally many times every day. This process is often supported by 

insecure methods of authentication resulting the loss of control over our data, bank funds, social 

media presence and our communication with loved ones. The providers of our digital services 

often lack incentive to ensure complete digital security since they rarely pay substantial costs in 

the event of a security breach. For instance, having a social media account hacked might lead to 

embarrassment and the loss private data. Neither of these things threaten the social media 



platform since the odds of an individual account being compromised are relatively low and 

network effects give platforms monopolistic power, detracting from the likelihood of users 

switching to a different platform as a result. In addition, added security only increases the 

convenience barrier for everyday users. With speed and simplicity driving user acquisition and 

retention on platforms, firms are left with little incentive to improve user authentication 

protocols. 

 

Basic username and password schematics are insecure. People often use the same or similar 

credentials across multiple accounts, increasingly the incentive and likelihood of a security 

breach. To remedy this, passwords are made increasingly difficult with requirements for length, 

capitalizations, digits and certain characters. As a result, people are more likely to forget and 

remake these passwords, costing time and often causing frustration. 

 

The security of current username and password schemes could be greatly improved with simple 

2-Factor Authentication, or 2FA. However existing 2FA is insecure and inconvenient.  

There have been some attempts at making multifactor authentication more convenient, but they 

have all fallen short in convenience and security. These attempts can be grouped into: biometric 

keys, known device keys and knowledge based keys. Biometric keys are popular, but insecure. 

Jan Krissler beat Apple’s Touch ID system within a day of its release using only a few images of 

Germany’s Defense Chancellor, Ursula von der Leyen. [1] This suggests that there is a limit to 

how secure biometric keys can be since our bodies and faces are not secret. Known device keys, 

such as text message codes are inconvenient. Copying and pasting codes between applications is 

unsustainably annoying for frequent authentication. Furthermore, SMS texts are insecure. The 



NSIT recommended deprecating the use of SMS for 2FA in 2016. [2] Finally, knowledge based 

keys are also insecure. Answers to questions like “What school did you attend in the 7th grade?” 

are not hard to answer for an attacker given the lack of security in social media networks and 

other public records.  

 

User authentication and 2FA should be cheap, simple, painless, secure and universally 

deployable. I propose a new authentication procedure, which is cheap, simple, secure and 

universally deployable. The study I perform compares the convenience of this new protocol to 

the standard 2FA procedures. The proposed procedure will be gone over in further detail in the 

Proposed Technology section. 

 

Beyond digital user authentication, proving our identities is core to how our daily lives operate. 

Seamless, secure authentication could simplify this process. We carry around a lot of things with 

the sole purpose of identifying ourselves. These things include, but are not limited to: car keys, 

house keys, driver licenses, passports, credit cards, badges, loyalty cards. This consists of almost 

everything we carry in our pockets with the exception of phones. This study focuses on how 

users experience digital authentication on mobile phones. However, as an increasingly large 

portion of our lives becomes digitized and the concept of the “Internet of Things” is realized, the 

study could be considered in the scope of identification more generally. 

HISTORY AND LITERATURE REVIEW 

Currently, users authenticate themselves using username and password combinations. While 

these systems are simple and convenient they are subject to stolen credentials. According to the 

2017 Verizon Data Breach Investigation Report, stolen credentials are the most common cause 



of online security breaches. Stolen credentials are responsible for over 80% of hacking related 

breaches. [3] An additional layer of security would stop the vast majority of these attacks. 

Unfortunately, multifactor authentication is underutilized because it is inconvenient. 

 

A similar study was conducted by Yubico at Google. [4] In this study, they employed hardware 

keys leveraging Public Key Infrastructure. The devices they deployed included a Near Frequency 

Communication (NFC) and a USB interface. As a result, they received unsolicited positive 

feedback from employees and found an overall decrease in authentication time when compared 

to one-time-passwords sent over SMS or a mobile application. Furthermore, they found that one-

time-passwords failed 3% of the time while the hardware device authentication never failed. This 

would suggest that hardware devices are more reliable and less frustrating to users. However, 

this study did not include wearable tags and was done in the context of an enterprise security 

solution. Despite their mention of a consumer study, this was done as an extension of the 

enterprise study only in the GitHub, Dropbox and Google login procedures. I’m interested in 

consumer technology and wearable tags. Furthermore, I used a reward schematic instead of 

altering current login systems. Lastly, my authentication procedures are specific to mobile 

devices and not to web browsers. 

PROPOSED TECHNOLOGY 

Having established that user authentication remains a problem and that more digital assets will 

be at stake in the future, we should look into new 2FA protocols. I believe that hardware keys 

could offer a flexible, universally deployable and secure alternative. If a user had a hardware key 

embedded under their skin, worn like a digital watch, or in their wallet they could authenticate 



themselves to a wide range of devices using perfectly secure Public Key Infrastructure, or PKI, 

encryption. 

 

Hardware keys are universally deployable since cheap devices already communicate over this 

same radio frequency. Almost all smart phones produced within the last two years can 

communicate over radio frequencies with Near Frequency Communication Tags. This 

technology has already been deployed for a variety of uses, including digital payment through 

Apple Pay and Google Pay. Notably, Apple released the use of the iPhone’s NFC chip to 

developers in the Fall of 2017. Moving forward, NFC communication can be made available 

easily since some existing NFC infrastructure is already in place. For instance, almost all store 

fronts have credit card terminals, which can receive NFC communication from phones. 

Developers can now fully leverage this technology in their own applications. The mobile app 

that I built for this study utilizes the phone’s NFC chip. 

 

The Public Key Infrastructure enables the hardware device to securely identify itself. It does so 

through the exchange of an encrypted nonce. In the proposed technology, the exchange would 

begin with the user’s phone sending its public key, a 32-bit key, to the end device. The hardware 

device then receives the public key and uses it to encrypt and send its own public key back to the 

phone. The phone then generates a nonce, or random number, encrypts it using the hardware 

device’s public key and sends it to the device. Since this message is encrypted using the 

hardware device’s public key, only a device with the corresponding private key can decrypt the 

nonce. The private key is stored inside and never leaves the hardware device, thus it is secure. 

The hardware key receives the nonce, decrypts it using its private key, encrypts it using the 



phone’s public key and sends it back to the phone. The phone receives the same nonce that it 

sent, which confirms that the receiving device owns its private key. Finally, the phone uses the 

hardware devices public key to find the associated email address in a publically available email 

address. By decrypting a nonce from a phone with a private key, the hardware device that 

remains with the user can always prove it is the true owner of the public key. The public key can 

be tied publically to an email address, credit card number, or another identifier using a publically 

available database. With this technology, any user can securely prove their identity to any 

internet enabled device, so long as their hardware device has not been stolen. As mentioned 

before, credit card terminals already process exchanges like this one and are widely deployed. 

THOUGHT EXPERIMENT 

Losing the hardware device would result in the compromised security of the individual. For this 

reason, I believe the most secure solution would be to embed a chip in individuals or develop a 

wearable that would be hard to lose track of so that the user need not worry about losing their 

hardware device. Their hardware key would be true to their identity and the exchange could 

always be trusted. Thus, an embedded hardware key could replace log in credentials altogether, 

as opposed to just the 2FA portion. Since any internet device capable of decrypting a nonce and 

communicating over RFID frequencies could confirm their identity they would theoretically not 

need physical keys that we use. Car keys, credit cards, passports, IDs and more would never be 

needed since the individuals public key could be tied to these keys. In this world, 2FA and 

passwords could be replaced. Many major cryptocurrencies and other digital assets are built upon 

PKI as well, meaning that the private key is what enables a user to identify themselves and spend 

money. With the private key stored on the embedded hardware device, digital assets could be 



secure accessed at any time without concern over loss. In short, hardware devices enabled with 

Public Key Cryptography would securely tie our physical identities to our digital identities. 

 

Importantly, this described secure world relies on a number of bold assumptions. First, many 

individuals find embedded devices unpalatable. This was reflected in the responses to 

introduction survey that I gave to participants. Furthermore, concerns about privacy have been 

raised about similar devices such as London’s Tube card. With regard to privacy concerns, we 

already carry digital identifiers with us everywhere in the form of lap tops, phones, digital 

watches, debit and credit cards. We choose to trust these devices since we have the illusion of 

control since we could theoretically turn them off. In reality, individuals in the studied cohort 

rarely choose to turn their devices off and even opt into continuous location tracking from a 

number of third party applications, some which broadcast their location to a preapproved set of 

friends. We choose to share our critical information with firms like Amazon, Google and 

Facebook despite continuously raised concerns over data privacy. We’ve seen digital paradigms 

turn before. Not so long ago digital transactions were unpalatable and PayPal was started to 

create secure internet transactions, addressing concerns over digital payment security. Now, 

people are willing to enter their credit card information, without PayPal, on insecure public Wi-

Fi to any number of retail sites. A number of innovations, such as SSL have made this level of 

trust possible. However, it is possible that the sentiment around embeddable identifiers will 

change as regulation improves, technology improves and new generations grow more 

comfortable with digital identification.  

 



We could also design to accommodate these needs. It’s realistic to think that a hardware key 

could be turned off and only perform identifying procedures when the user wishes. Furthermore, 

the hardware device could be deployed through a physical card similar to a credit card instead of 

being embedded. This would not guarantee the same level of security as the embeddable device 

since it could be lost, but this reflects similar trust that we place in our IDs, credit and debit cards 

carried around in our wallets. This card would add digital security to the list of things secured in 

your physical wallet. 

 

Technologically, a number of hurdles still remain. In my study, I relied on a simpler, less secure 

exchange since I am studying the viability of the interface, not the viability of the PKI. 

Innovations would need to be made to ensure reliability of the device against physical damage 

and tampering. Furthermore, to enjoy the full benefits of an embeddable hardware identifier, we 

rely on the wide deployment of internet terminals. Though these obstacles to adoption may seem 

insurmountable its certainly plausible to imagine a world where they are overcome in favor of 

tying of our digital and physical identities. 

 

METHODOLOGY 

My goal was to compare hardware key authentication methods against a traditional 2FA 

authentication method: a text message code. In the study, I used four different authentication 

methods over two different frequencies. High frequency participants received 4 prompts per 

hour, while low frequency participants received 2 prompts per hour. The study took four days. 

Each participant chose three hours during each day of the study. During these three hours, they 

received prompts on their phone to authenticate their identity using one of the four security 



protocols. Participants had five minutes to respond to prompts and were rewarded 25 cents for 

each successful response. Participants were assigned a different authentication method during 

each of the four days of the study. Assignment of frequency and the order of methods was 

randomized. 

 

The four methods were as follows:  

1. Near Frequency Communication (NFC) Sticker – An NFC device was stuck to the inside 

of a band aid, which was waterproof and could be worn for up to four days. To 

authenticate the user used a custom mobile app to scan the tag from a distance of a few 

inches. An image of the device has been included in the Appendix. 

2. Near Frequency Communication (NFC) Card – An NFC card with the same dimensions 

as a credit or debit card. To authenticate the user used a custom mobile app to scan the 

tag from a distance of a few inches. This card could be scanned through wallets. An 

Image of the device has been included in the Appendix. 

3. SMS Code – A 7-digit code was sent via SMS within the prompt to authenticate. The 

user entered this code into a textbox provided in the mobile app 

4. No Device – The user only needed to press the authenticate button in the mobile app. 

This was used as a baseline for the other methods. In theory, this was the most convenient 

method. 

 

The technology used in the study itself was meant to resemble the robust, proven and secure PKI 

authentication protocol. Instead of using a chip capable of PKI encryption, I instead used a 

simple NFC tag, with hard-coded, unencrypted messages. Using NFC tags without PKI 



encryption was cheaper and easier to configure, which was important given the time constraint 

and budget. This decision made sense in the context of the study, which aimed to answer 

questions about preferred interfaces, not the efficacy of the PKI scheme. The NFC tags I used 

were encoded with NDEF, (NFC Data Exchange Format) which is compatible with the NFC chip 

in Apple’s iPhones. Again, this simpler procedure served as a proxy for the more robust PKI 

procedure. 

 

Participants were Northwestern undergraduates between ages 18 and 24 with iPhone 7s or higher 

that have an NFC chip. This was not a representative sampling of our total population. However, 

younger, wealthier students likely interact with digital assets more often, so these security 

protocols are more relevant to them. In addition, this demographic will grow increasingly 

important for future authentication schemes as they proceed in their careers and lives. 49 

individuals participated in the study. Most individuals were recruited through student 

organizations that I had volunteered for in the past. Emails were also sent through the MMSS 

listserv. Participants were given 8 dollars for their participation independent of their performance 

in the study. 

 

All authentication was handled through a custom mobile app that I built and deployed to Apple’s 

App Store. The prompts were all sent via text message with a reminder at the beginning of the 

hour in order to remind users of their authentication hours. The rest of the text messages were 

sent out randomly over the course of the hour at six minute intervals, as to avoid overlap of 

responses. 

 



The mobile app proved critical in the study in order to isolate the effect of the authentication 

procedures and mitigate the odds of a bottleneck in technological difficulty with the app or users 

becoming confused. To do this, the app remembered and confirmed the users’ email address. 

This can be seen in the images below: 

                  

A different screen was rendered for each day of the study and their authentication method 

changed as to help users avoid confusion over their schedule. In addition, individualized 

schedules were displayed to mitigate the effects of forgetfulness. Images of the app for each of 

the four authentication methods can be seen in the images below. In order of left to right and top 

to bottom we have the No Device, SMS Code, NFC Card and NFC Sticker procedures: 

                    



                    

 

Finally, response validation was included as to indicate whether or not the users’ response was 

successful. Below are the positive and negative responses: 

 

                     

 

Through the app, users could also access their hourly schedules, tutorials and my contact 

information for troubleshooting purposes. 



 

All data served to the app was controlled through an Amazon Web Services EC2 instance which 

I deployed and securely accessed from my own computer. The SSH login credentials never left 

my own computer as to improve the security of the data. Schedules were updated through a 

protected Google Sheet. Python scripts handled data transfer from the Google Sheet to the EC2 

instance. 

 

Participants were also given a survey at the beginning and end of the study to capture sentiment 

about security methods and their opinions on embeddable chips. It was designed to measure 

users stated average screen time, qualitative data about security and changes in sentiment about 

embeddable solutions.  

DATA 

The raw data collected were the timestamps, the method and the validity of the authentication 

responses. The AWS EC2 server recorded all responses to a CSV file. For a response to be valid, 

it must have been in response to a prompt. To validate responses, the system checked who the 

response came from, what method of authentication was used and if it was received within 5 

minutes of the prompt. Technologically, the system was robust and only experienced one hiccup 

for one participant, over the course of the study, which was resolved quickly.  

 

To resolve concerns over participants not noticing prompts or being too busy to address them I 

allowed participants to choose the hours of the day during which they received prompts. 



Additionally, I sent a reminder at the beginning of each authentication hour reminding the isolate 

the effects of scheduling conflicts, distractions and forgetfulness on response rates. 

ANALYSIS 

The study yielded results which would suggest that the response rates were not greatly 

influenced by the method of authentication. Compared against the baseline of SMS code, which I 

believe most closely resembles how users currently experience 2FA, the response rates from the 

other methods were similar. In the following analysis, two different methods are used. First, I 

test for difference in means, across the different methods. Second, I run a logit regression using 

each prompt as observations and authentication response as the dependent variable. Third, I run a 

linear regression on response time to see if some methods result are more time effective. 

DIFFERENCE IN MEANS 

To test the difference in mean response rates across methods, I grouped data in three different 

ways. In each grouping, I used 

the response rate for the SMS 

Code as the null hypothesis. 

The following discussion is in 

response to Figure 1. In each 

case, there was no significant 

difference in response rates. 

For the first group, in the table 

titled, “All”, I pooled all 

observations together. For the FIGURE 1 



second group, in the table titled, “High”, I considered only individuals who received the high 

frequency prompts of four per hour. For the third group in the table titled, “Low”, I considered 

only individuals who received low frequency prompts. Placement into the low and high 

frequency groups was randomized. Method of authentication was also randomized across days. 

This was done to mitigate individual effects and time effects on response rates. For the test 

statistic, Z-Value, and associated probability I assumed a Normal Distribution. The associated 

probability reflects a two-tailed test. In other words, assuming the null hypothesis, the probability 

of seeing a result that extreme or more extreme. In each case, I fail to reject the null hypothesis, 

suggesting that the method of authentication had little to no effect on response rates. 

LOGIT MODEL 

Second, I used a logit model to derive the effects of authentication method on response rates. The 

reason for including this analysis was to see if we could extract any effect of authentication 

method on response rates while accounting for individual’s screen time and frequency group. 

The regression ran the binary outcomes of whether or not a prompt was authenticated on the 

categorical variable of authentication method (1, 2, 3), the numerical value of screen time 

(DailyHrsOnPhone) estimates (4) and a dummy variable indicating whether or not the 

individual was in the low frequency group (5). The equation for this regression can be seen 

below.  



The screen time coefficient represents the change in probability of a response given another hour 

of screen time. For the categorical 

method variable, the coefficient 

represents the change in probability 

with respect to the baseline method 

of SMS Code. The results of the 

logit regression can be seen in Figure 2. Notably the only significant variable is screen time, 

which suggests, intuitively, that those who spend more time on their phone are also more 

attentive to authentication prompts. The rest of the coefficients are insignificant which suggests 

that method and frequency of prompts have little to no effect on response rates. Still we see 

positive coefficient on the None method, which follows intuition since the None method required 

the least of the participant. We see negative coefficients for the NFC Card and NFC Sticker 

method, suggesting that they might indicate they are less likely to draw a response. In addition, 

low frequency prompts have an insignificant negative effect suggesting that more frequent 

prompts make participants more attentive. The lack of significance in method suggests that 

authentication method has little effect on response rates. This would follow the same conclusions 

drawn from the previous, difference in means test. 

LINEAR MODEL 

Finally, I used linear regression model to run response time relative to the participants average 

response time on method, screen time, frequency of prompts and average response time for that 

individual. Here, the dependent variable represents the difference in the observed response time 

FIGURE 2 



from the average response time for that participant. The coefficients represent the expected 

increase or decrease in response time. A negative coefficient means that the independent variable 

correlates with the individual responding faster than normal. A positive coefficient means that 

the independent variables correlates with a slower response than normal. Response times are 

expressed in terms of seconds.  

 

According to regression results, the NFC Card method had a quicker response time relative to the 

SMS Code, while the NFC Sticker and no method procedures resulted in slower response times. 

The sticker coefficient achieved 

significance at the 5% level 

suggesting a more robust increase 

in response time relative to the SMS 

code. Intuitively, screen time had a negative effect and low frequency prompts cause a positive 

effect. 

DISCUSSION 

The difference in means and logit model results would suggest that method of authentication has 

little effect on whether or not individuals are willing to respond to prompts. This makes sense as 

response rates across groups and methods were within 62% and 72%. Within the logit model, the 

only significant predictor was screen time, suggesting that response rate was dictated largely by 

the users’ existing phone usage habits. This is supported by observations taken from participant’s 

exit surveys. 93% of participants cited not seeing the prompt in time as a reason for their missed 

authentication opportunities. 36% cited being preoccupied as a reason for their missing 

authentication opportunities. This suggests that attentiveness and availability is the determinant 



of response rate. Only 1 participant cited the low 25 cent reward as the reason for missing 

authentication opportunities. This reinforces the idea that the difference in convenience between 

methods had little effect on their willingness to authenticate. 

 

The linear model of response times would suggest that the sticker was the most time consuming 

of the methods. Surprisingly, the card was the quickest method. This could be in part due to the 

tendency of some individuals to attach card sleeves to their phones. If users choose to keep the 

NFC Card in such a sleeve this would make authenticating prompts extremely quick. 

 

Based off discussions and casual conversations with participants, I noticed that in some cases the 

study was gamified. For instance, one participant proudly explained to me that he had only 

missed 1 prompt over the course of the day. This could have been due to the incentive structure, 

in choosing to financially reward participants instead of lower the probability of a loss. This also 

might suggest that there was a novelty associated with responding to prompts. Below are the 

results of asking participants about their preferred authentication method over the course of the 

study. Notably, only 34% of participants chose the No Device method, which was the simplest to 

respond to. This might suggest that users valued the sense of security given from scanning a 

physical device or entering a 7-digit code. For some, it is also possible that they found novelty in 

earning the reward from responding to prompts using a hardware device. 

CONCLUSION 



The results of the study fail to derive a significant difference in response rates to prompts 

between different authentication methods. While these results may seem inconclusive, they 

actually suggest promising efficacy for the future of hardware keys. SMS Codes are widely 

deployed and commonly used 2FA protocol. For the majority of participants, this was their first 

time scanning an NFC hardware key with their phones. The similarity in response rates across 

methods suggests that quick adoption of such a protocol could be feasible. 

 

As discussed in the Proposed Technology section, hardware keys offer an enhanced level of 

security when implemented with Public Key Infrastructure. Similarity of response rates might 

suggest that these keys offer a more secure alternative at little cost to convenience.  

 

Finally, 44% of users reported they would be willing to use an embeddable chip as a means of 

authentication in the future. Only 28% firmly said no. This would suggest that hardware key 

protocols of similar convenience and enhanced security may appeal to consumers despite 

concerns associated with embedding a chip. 

  



APPENDIX 

Images of the NFC Sticker: 

                   

Images of the NFC Card: 
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